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Copyright 

© Copyright 2000-2018 Integrated Research Limited (ABN 76 003 588 449). All rights reserved. 

This guide is protected by copyright law and international treaties. No part of this document may be reproduced 
in any form or distributed, and no derivative works such as translations may be made, without prior written 
permission from Integrated Research. Unauthorized reproduction or distribution of this document or of the 
computer software, or any portion of it, may result in severe civil and criminal penalties, and will be prosecuted 
to the maximum extent possible under the law. 

Date of Issue: December 19, 2018 

Based on: UC Assessor  

Trademarks 

Prognosis and IR are registered trademarks of Integrated Research Limited. 

Other product names mentioned in this manual may be trademarks, registered trademarks and/or service 
marks of their respective owners and may not be used for commercial purposes without express permission 
from their respective owners. 

Disclaimer 

The information in this guide is published as is and without warranties of any kind, expressed or implied, 
including those regarding the accuracy or completeness of the information, warranties of merchantability and 
fitness for a particular purpose, or those arising from a course of dealing, usage or trade practice. 

In no event will Integrated Research be liable for any special, incidental, consequential, or indirect damages, or 
for any damages whatsoever (including, without limitation, those resulting from lost profits, lost data or 
business interruption) in connection with the furnishing, performance, use, inability to use, or the results of this 
guide. The information in this guide is subject to change without notice. 
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Introduction 
UC Assessor is a comprehensive UC network assessment solution for Microsoft Teams, Skype for Business 
Online, Skype for Business Server, Cisco, Avaya and hybrid deployments. 

Prior to deployment, UC Assessor can be used to assess the local network, WAN links and cloud connectivity 
to ensure they are fit for purpose and troubleshoot performance issues down to the network interface. 

After deployment, UC Assessor can be used to periodically for verification before major events or after 
significant changes, or continuously in order to obtain visibility into the networks impact on UC. 

• UC Assessor provides site-to-cloud assessments to the Microsoft Teams & Microsoft Skype for Business 
Online edge as part of the Office 365 cloud, as well as Site-to-Site assessments for all UC codecs. 

• Prognosis Path Insight for UC Assessor extends UC Assessor to provide advanced network 
troubleshooting, analysis, and remediation guidance. 
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Network Troubleshooting 
The assessments run by UC Assessor create visibility into the heath of the network. However, when service 
levels are not being attained, it is necessary to troubleshoot the identified problems with Prognosis Path 
Insight. 

UC Assessor assessments report packet loss, but only Prognosis Path Insight can identify where and why 
packets are being lost. Is it because mal-formed packets are being received? Or is it because the physical 
device or connection is at capacity? 

Prognosis Path Insight technology auto-discovers every network interface within the network and monitors 
them for problems. Even before a single assessment is run, Prognosis Path Insight can tell which routers are 
causing problems and why, in a complete Network Heath Assessment Report. 

The Network Heath Assessment Report documents all the monitored devices and interfaces, their utilization 
and errors, and recommends actions to rectify performance issues. 

Once a healthy baseline is established, UC Assessor can induce stress on the network. Not only running a UC 
assessment, but also injecting raw un-prioritized data to push physical capacity to the maximum and stress test 
QOS settings. 
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Requirements 
Prognosis Path Insight can be deployed onto a physical or a virtual machine. 

Hardware 

The Prognosis Path Insight server requires the following server: 

• 4 x CPU cores 

• 8GB RAM 

• 160GB of storage 

To scale network troubleshooting with Path Insight beyond 50,000 network interfaces, access to high I/O 
storage system is recommended. 

Software 

The Prognosis Management and Assessment Servers require the following software: 

• Microsoft Windows Server 2008 R2 or later, or Microsoft Windows 7 64 bit operating system or later. 

While desktop versions of Windows are supported, only "Professional" edition has the required 
functionality; "Home" and "Mobile" versions of Windows are not supported. 

• Microsoft .NET Framework 4.6 (installed by Prognosis if not already) 

• Web Server (IIS) installed, (role is automatically activated by Prognosis installer) 

Ports 

All ports used within Prognosis are configurable. This section details the default ports. 

The Prognosis installer will automatically add rules to the Windows Firewall to enable the necessary 
communications. If other firewall software is being used, manual rule creation will be required. 

Prognosis License Server 

Prognosis verifies its licensing on a continual basis with a cloud-based licensing server. All Prognosis servers 
(Management and Assessment) must have internet all the time and will attempt to verify their license 
periodically by accessing sub01.nlsubscription.com on TCP port 443 (https). 

If the license server is not contactable and firewall rules cannot be changed, please contact IR to discuss 
offline licensing capabilities. 

Prognosis User Interface 

The Prognosis User Interface is installed as an application inside IIS on TCP port 443 (https). If TCP port 443 
is in use at the time of installation, then the first available TCP port from 8080 onwards will be used. A self-
signed certificate will be created as part of the standard Prognosis installation. 

Prognosis Local Ports 

When Prognosis Path Insight is deployed to enable network troubleshooting, the Prognosis User Interface will 
automatically proxy requests to the Prognosis Path Insight service on TCP port 8084. Only the local Prognosis 
IIS Application requires access to this port. 

Prognosis child processes connect back to the process manager on TCP port 1961. Only locally running 
processes require access to this port. 
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Software Installation Steps 
The Prognosis Path Insight is installed to an MS Windows server on premises in a 3-step install process once 
you have downloaded the software.   

Download the software: 

• Prognosis Server 11.x – https://community.ir.com/t5/Prognosis-Installers/bg-p/Prognosis-Installer.  A 
login to the Prognosis Online Community portal is required, follow the onscreen instructions to request 
access or login with your existing credentials. 

• Path Insight Server - https://pathinsight.ir.com/download/IRPrognosisPathInsight9(R9082).msi 
 

1. Install the Prognosis Server - The Prognosis installation is the Prognosis Management Server and is 
responsible for the following components: 

• Running the IIS-based user interface. 

• Hosting of Prognosis Path Insight software. 

• Integrating with the UC Assessor cloud portal in Prognosis Online. 
2. Install Path Insight Server 
3. Configure Prognosis and Path Insight integration 

 

Step 1: Install Prognosis Server 

Required by all servers. 

In most cases, Prognosis Path Insight will be installed on a new Prognosis Server, however it can be added to 
an existing Prognosis UC Server if desired. These instructions are to set up a new Prognosis Server. 

Install Prognosis 11 by launching the Prognosis 11 installer (.exe or .msi). 

.  

Follow the installer instructions through to the License screen and then select the ‘license’ file provided for 
Prognosis Path Insight. Note that the license must include the text ‘PND’ for Path insight to be enabled. 

https://community.ir.com/t5/Prognosis-Installers/bg-p/Prognosis-Installer
http://pathinsight.ir.com/download/IRPrognosisPathInsight8(R8152).msi
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Click the Next button to continue. 

Path Insight server 

For the path insight server select the following configurations: 

• Monitoring Server 

• Management Server 

• Web Application 

 

Click the Next button to continue.  
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On the next screens: 

Select the installation location,  

 

Click the Next button and the installation will commence. 

 

The progress of the Prognosis installation will be shown. 
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When the installation is complete, click the Finish button. 

 

 

 

Step 2: Install Path Insight 
Installation and configuration of Prognosis Path Insight takes roughly 12 minutes for most networks. You must 
have a valid Prognosis Path Insight License to use the software. This will usually arrive in the form of an email 
from Prognosis Path Insight: 
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If you have not received your license information for Prognosis Path Insight contact Customer Support at  
support at http://www.ir.com/contact-support . 

To set up Prognosis Path Insight on your machine, use the provided link in the email to download the latest 
version from the IR website. Prognosis Path Insight should be installed on a server or workstation that has a 
permanent connection to the network. 

  

http://www.ir.com/contact-support
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Step 3: Configure Prognosis and Path Insight 
Integration 
First some changes need to be made on the Prognosis Server: 

1. Using a text editor open the Web.config file, which is located in the following folder path: 
Prognosis\WebUI\IIS\Web.config 

2. In the <configuration>/<appsettings> section, add the following entries: 

<add key="EnablePathInsight" value="true"/> 

< add key="PathInsightUrl" value="http://<ip-address>:<port>"/> 

Where: 

<ip-
address> 

IP address of the machine where the Path Insight solution has been installed. This 
may be the same machine as the Prognosis server. 

<port> Port number where the Path Insight Web service is running. Default 8084. 

3. Save and close the file. 

 

Next, configure the UC Assessor cloud service to recognize the Prognosis Path Insight server on-premise.  
You can configure integration into the on-premise Prognosis installation by setting your Prognosis server URL 
from the Products area in Administration. 

Once you have configured Prognosis, it will appear in the list of available products. It will also enable network 
drilldown into detailed device performance for both UC Assessor and Skype for Business online. 

 

 

Once you have configured the integration you can drill down from managed network devices to give more 
detailed troubleshooting information and what is happening on the underlying network: 
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Prognosis Path Insight Configuration 
There are two way to configure Prognosis Path Insight: 

1) Use the Quick Config Wizard to automatically discover network devices and monitor them 
2) Use the Configuration Tool to manually enter specific network devices to monitor 

For either method, you will first need to log in to the desktop of the Prognosis Management Server. 
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Option 1: Prognosis Path Insight Quick Config Wizard 
On the Prognosis Management Server, launch the ‘Quick Config Wizard’ application, found under: 

Start → Programs → Integrated Research → Quick Config Wizard 

 

The Quick Config Wizard has five steps: 

Step 1 Network Address Ranges (required) 

Step 2 SNMP Community Strings (required) 

Step 3 Issue Thresholds (optional) 

Step 4 Email Reports (optional) 

Step 4 Scanning 
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Step 1: Network Address Ranges 

The Quick Config Wizard will scan ranges of IP address and automatically discover the network devices within 
them. 

The first step is to build a set of IP address ranges to scan. Enter the ‘Starting’ and ‘Ending’ IP addresses to 
scan. You can optionally add that range to a named Group if you wish for aesthetic purposes. 

 

 

 

‘Add’ as many ranges as desired to initialize the troubleshooting. 

Click ‘Next’ to continue. 

 



Prognosis Path Insight for UC Assessor v2 - Getting Started Guide 

 

 

Page 18 

 

Step 2: SNMP Community Strings 

The second step is used to create a list of SNMP Community Strings, that can be used to access the devices 
with read-only access. 

You do not have to specify which device uses which community string, Prognosis will figure that out. 

 

 

 

‘Add’ as many ranges as community strings as necessary. 

Click ‘Next’ to continue. 
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Step 3: Issue Thresholds 

In Prognosis Path Insight, devices and interfaces are classified as heathy or degraded based on: 

- Error rate 
- Utilization percentage 

 

In the third step, you can customized threshold points for these classifications. 

 

 

 

If desired, make any necessary adjustments. 

Click ‘Next’ to continue. 
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Step 4: Emailed Reports (optional) 

Prognosis Path Insight can email you daily ‘Weather Reports’ on the health of the network. The network 
Weather Report emails are sent out at midnight local time, detailing the status of the network for the previous 
day. 

 

In the fourth step, you can configure the email settings to receive ‘Weather Reports’. 

 

 

 

‘Send to’ contains a semi-colon separated list of email addressed that should receive the daily report. 

‘Send from’ specifies the email address of the user from which to send the email. If a ‘Send to’ email address 
does not exist, the email will bounce back to the ‘Send from’ user's mailbox. 

‘Mail server IP address’ specifies the IP address or DNS name of the SMTP mail server to use. The mail server 
must allow SMTP forwarding if sending to users outside the email server’s domain. 

Click the ‘Test’ button to send a test email. If there is a problem sending an email, detailed information will be 
shown on how to resolve the problem.  

Click the ‘Next’ button to continue. 
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 Step 5: Scanning 

The last step is to scan the network ranges for network devices that can be accessed via the SNMP 
Community Strings. 

 

 

 

Scanning takes approximates 30s per Class C subnet (255 IP addresses). 

 

 

 

Once scanning is complete, the Prognosis Path Insight configuration is saved, and the Prognosis Path Insight 
Service is started. Upon starting, the service reads the configured devices list scans each device for its 
interface inventory. Once the initial interface inventory scan is complete, the troubleshooting data is available.  
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Option 2: Prognosis Path Insight Config Tool 
On the Prognosis Management Server, launch the ‘Config Tool’ application, found under: 

Start → Programs → Integrated Research → Config Tool 

 

The Config Tool contains a number of tabs for granular control of Prognosis Path Insight, including everything 
initialized by the Quick Config Wizard, and much more, including License control. 

To add network devices, either after the Quick Config Wizard has been run, or instead of running it, go to the 
‘Devices’, click ‘Add…’ and enter the details of the device to monitor. 

 

 

When you click ‘OK’ or ‘Apply’ to close the application, Prognosis Path Insight service will read the updated 
configuration and being monitoring any additional devices, or stop monitoring any removed devices. 
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Path Insight Operation  

Path Insight Local Log In 
The Prognosis Path Insight interface runs in a web browser over HTTPS. 

If the Prognosis Management Server is being run locally, the installation will have made a shortcut in the 
Programs folder called “Prognosis View Systems”. 

However, if being run on a remote server, in a HTML5 compliant browser, navigate to: https://<management-
server>/Prognosis where “<management-server>” is the Windows Machine Name or IP Address of the 
Prognosis Management Server. 

Note: The web browser may issue certificate warnings if a HTTPS certificate is not installed, as is the case in a 
default Windows Server installation. 

Once the login page appears, log on using Windows credentials. They can either be localhost or domain 
credentials. 
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Troubleshooting Login Issues 

Windows Firewall 

Among other protocols, UC Assessor uses ICMP. If Prognosis is unable to detect remote destinations, check 
the Windows Firewall settings and ensure that Outbound ICMP is enabled. 

 

If running Site-to-Site tests, Inbound ICMP will also need to be enabled. 

 
If connectivity issues continue, check any firewalls between the Prognosis Server and the destination. 
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Network Device Troubleshooting 
Once Prognosis Path Insight is configured, you can troubleshoot network devices from: 

a) Any monitored device in the network path of an assessment 
b) The ‘Network’ options in the navigation tree 
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From an Assessment Path in UC Assessor v2  
When viewing the network path for an Assessment, click on any device to be directed to the cooresponding 
latency chart below the network path. To drill into the specific internal network device, click on the device IP 
address and name listed on the left side of the chart. 
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Network Interface Utilization 
Utilization is provided per priority queue (if configured) as well as in aggreate. 

In the example below, we can see that there is no utilization in the “VOICE” queue, but we can also see that it 
has been misconfigured t match DSCP 45 where it should be 46.  
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Network Interface Errors 
All error information is distilled into plain English via the Network Prescription: 

 

 

You still have access to all the underlying error data in aggregate, or by individual error counters. 
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Network Health Report 
The Health Report which combines all the insight available for all devices and interfaces into a daily report. The 
report details what devices are being monitoring, the health of each device and interface, and the complete 
Network Prescription for all monitoried devices which can serve as an action plan for the network team. 

The Health Report is available as soon as the Path Insight service has finished initializing, so it can be used to 
assess the current state of the network, before any assessment are run. 

 

 

 

For more information and details about additional power and capability of Prognosis Path Insight, contact your 
IR account manager  


